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INTERNET DRUG OUTLET IDENTIFICATION PROGRAM  
PROGRESS REPORT: JANUARY 2011 

I. INTRODUCTION 

The year 2010 opened with numerous hazards to patient safety in the form of counterfeit and 

substandard prescription medications, among other health risks associated with the illicit trade of 

dangerous drugs over the Internet. At the close of 2009, United States Customs and Border 

Protection had ranked pharmaceuticals as No. 8 of the top 10 seized counterfeit goods in the US. 

Valued at $11.06 million, fake drugs were the top commodity representing potential safety or 

security risks, most of them arriving from China and India.1 US Food and Drug Administration 

(FDA) continued to warn consumers that rogue Internet drug outlets are among the most likely 

sources for counterfeit medications in the US. The widespread availability of dangerous drugs – 

tainted or otherwise – without a valid prescription or medical oversight contributed to record 

levels of prescription drug abuse and accidental overdoses, among other complications like 

missed diagnoses, improper dosage, and drug interactions. Painkillers accounted for 75% of 

prescription drug abuse, hydrocodone being the most commonly diverted and abused 

pharmaceutical in the US. Drug Enforcement Administration (DEA) attributed this increase 

largely to ease of access, naming the Internet as one of the biggest culprits. Not surprisingly, 

Internet drug outlets historically have sold an inordinate volume of hydrocodone, among other 

controlled substance painkillers. 

Despite the safety concerns and regulatory challenges, Internet pharmacy is here to stay, 

providing a convenient option for many US consumers, and continued in 2010 to demonstrate its 

staying power. Chain pharmacies have embraced the Internet and online sales as an extra service 

for their customers, National Association of Chain Drug Stores (NACDS) reports in its Chain 

Pharmacy Industry Profile: 2010-2011. As of June 2010, NACDS reports, there were 243 Web 

                                                           
1 US Customers and Border Protection, US Immigration and Customs Enforcement, “Intellectual Property Rights: 
Seizure Statistics: Fiscal Year 2009,” October 2009 
www.cbp.gov/linkhandler/cgov/trade/priority_trade/ipr/pubs/seizure/fy09_stats.ctt/fy09_stats.pdf 
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sites affiliated with US chain pharmacies, 69 of which included an Internet pharmacy offering at 

least prescription refills. Of course, the chain drug stores with an Internet presence represent only 

a small fraction of the total number of Web sites selling prescription drugs online. 

In its ongoing review of Web sites selling prescription medications, NABP entered 2010 having 

reached 5,000 on its list of Internet drug outlets receiving a ranking of Not Recommenced. These 

sites – 96% of the total number of sites reviewed – were found to be out of compliance with 

pharmacy laws and practice standards established in the US to protect the public health. As we 

enter 2011, while the overall numbers are higher (still representing only a fraction of the total 

number of rogue Internet drug outlets in operation on any given day), the alarming ratio of 

legitimate pharmacies to rogue drug outlets operating online has remained fairly consistent. 

On the bright side, the community of stakeholders committed to patient safety and cleaning up the 

Internet of rogue drug sellers has made significant progress over the past year, from voluntary 

actions by Internet commerce providers, to legislative efforts, enforcement actions, and public 

awareness campaigns, with increasing momentum over the course of the year. The time line in 

Section III of this report presents a sampling of the advances made in this arena during 2010.  

II. RESULTS 

A. Findings of Site Reviews: As of 

December 17, 2010, NABP has 

conducted initial reviews and, via a 

subsequent review, verified its 

findings on 7,430 Internet drug 

outlets selling prescription 

medications, up 36% from the 

5,449 sites reviewed and verified 

by year-end 2009. Of these 7,430 

sites, 7,134 (96.02%) were found 

to be operating out of compliance 

with state and federal laws and/or 

NABP patient safety and pharmacy 

practice standards, and are listed as Not Recommended in the “Buying Medicine Online” 

section, under Consumers, on the NABP Web site. The Not Recommended list has grown 

37% from the 5,226 sites posted at the end of 2009. Sites listed as Not Recommended include 

Internet Drug Outlets Reviewed 
by NABP

96.01%

3.45%0.54%
Not Recommended
Potentially Legitimate
VIPPS/Vet-VIPPS/e-Advertiser
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those that were found to be noncompliant at the time of review but may since have been 

deactivated.  

While the overall totals have climbed, the number of sites reviewed and verified as Not 

Recommended during 2010 declined compared to 2009, reflecting a shift in focus for 

NABP’s Internet program. As reputable search engines, domain name registrars, and other 

Internet commerce and patient advocacy stakeholders have stepped up efforts to block rogue 

drug sellers, NABP has reallocated resources to identifying legitimate Internet pharmacies 

and other prescription drug-related entities, in support of its Verified Internet Pharmacy 

Practice SitesCM (VIPPS®) and Veterinary-Verified Internet Pharmacy Practice SitesCM (Vet-

VIPPSCM) accreditation programs and e-Advertiser ApprovalCM Program Web sites under 

review are scrutinized according to the same basic standards for legitimate online practice 

whether operating suspiciously or being considered for accreditation or approval.  

As a result of this shift in focus, the growth of the Not Recommended list has slowed over the 

past year. NABP posted 1,926 additional sites to its Not Recommended list in 2010 – a 

51.57% decrease from the 3,977 sites added to the list in 2009 – but still clearly reflective of 

an ongoing problem. 

The 7,134 Internet drug outlets currently listed as Not Recommended on the NABP Web site 

are characterized as follows: 

• 1,944 have a physical address located outside of the US 

• 4,005 sites do not provide any physical address  

• 5,982 do not require a valid prescription 

• 4,397 issue prescriptions per online consultation or questionnaire only  

• 3,210 offer foreign or non-FDA-approved drugs 

• 5,928 do not offer medical consult with a pharmacist 

• 1,129 do not have secure sites 

• 6,188 do not accept insurance 

• 2,429 have server locations in foreign countries 

• 6,722 appear to be affiliated with a network 

• 945 dispense controlled substances 

• 2,895 sell precursor products 

Of the total 7,430 sites reviewed, 256 (3.45%) appear to be potentially legitimate, ie, meet 

program criteria that could be verified solely by looking at the sites, up 15% from the 223 

potentially legitimate sites discovered by this time last year. Forty (0.54%) of the 7,430 
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reviewed sites have been accredited through NABP’s VIPPS or Vet-VIPPS programs, or 

approved through the NABP e-Advertiser Approval Program, up 111% from the 19 entities 

that were approved by these programs at the end of 2009. These increases reflect staff’s 

redoubled focus on Internet pharmacies and related sites seeking accreditation or approval 

through NABP.  
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The criteria against which NABP evaluates Internet drug outlets are provided in Appendix A 

of this report. 
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B. Recommended Internet Pharmacies: NABP continues to recommend 

that patients use Internet pharmacies accredited through the VIPPS 

and Vet-VIPPS programs when buying medication online. These sites 

have undergone and successfully completed the thorough NABP 

accreditation process, which includes a review of all policies and 

procedures regarding the practice of pharmacy and dispensing of 

medicine over the Internet, as well as an on-site inspection of 

facilities used by the site to receive, review, and dispense medicine. Currently, 32 VIPPS and 

Vet-VIPPS pharmacy sites, representing more than 12,000 pharmacies, are listed as 

Recommended Internet Pharmacies, up 68% from the 19 entities that were accredited through 

these programs at the end of 2009. Several more applications are in progress. 

C.  Accreditation and Approval Applicant Screenings: In addition to 

identifying rogue sites, the Internet Drug Outlet Identification 

program staff continues to assist in screening applicant Web sites 

for the VIPPS, Vet-VIPPS, and e-Advertiser Approval programs. 

During the period of October 26-December 17, staff has performed 26 Web site reviews of  

VIPPS, Vet-VIPPS, and e-Advertiser applicants. In total, as of December 17, staff has 

performed 98 Web site reviews for the three programs. Sites that have received e-Advertiser 

Approval do not fill new prescription drug orders via the Internet, and thus, are ineligible for 

VIPPS, but accept refill requests from their existing customers, provide drug information, 

pharmacy information, or are medical practitioners’ Web sites or other prescription drug-

related services. Sites that have received e-Advertiser Approval have been found to be safe, 

reliable, and lawful. These sites are listed on the NABP Web site as Approved e-Advertisers. 

The standards that NABP screens e-Advertiser Approval program applicants against are 

posted in the e-Advertiser Approval Program section, under Accreditation, on the NABP 

Web site and included as Appendix A of this report. These standards are essentially the same 

as those used to assess Internet drug outlets, only modified to accommodate a broader range 

of drug-related practices. As of December 17, eight entities were listed on the NABP Web 

site as Approved e-Advertisers, and several more applications are in progress. 

III. ADVANCES MADE IN 2010 

The last year has been a period of significant progress, as health care and law enforcement 

agencies and other stakeholders worldwide step up efforts to protect consumers from rogue 

Internet drug outlets selling illicit and counterfeit medications. The time line below presents a 
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sampling of the advances made during 2010 toward protecting the public health from the illicit 

trafficking of counterfeit, substandard, and unapproved medications over the Internet. As shown, 

momentum in this area has increased over the course of the year. 

January: 

• 18: FDA issues news release warning consumers about a counterfeit version of the over-

the-counter weight-loss product Alli 60 mg capsules being sold over the Internet.  

• 18: International Journal of Clinical Practice publishes study review article, “Counterfeit 

phosphodiestrerase type 5 inhibitors pose significant safety risks,” highlighting the 

dangers of obtaining medication for erectile dysfunction from unknown sources via the 

Internet. These drugs reportedly “account for the bulk of all counterfeit pharmaceutical 

product seizures.” http://onlinelibrary.wiley.com/doi/10.1111/j.1742-

1241.2009.02328.x/pdf 

• 21: A federal district court in San Diego, CA, sentences Mark Anthony Kolowich to 

serve 51 months in prison and forfeit substantial cash proceeds for his role in operating 

the Internet drug outlet www.WorldExpressRx.com, which dispensed prescription drugs 

without a valid prescription.  

February: 

• 20: US Department of Justice publishes National Drug Threat Assessment 2010, which 

describes the increasing threat posed by the diversion and abuse of controlled prescription 

drugs, most notably opioid pain relievers. 

www.justice.gov/ndic/pubs38/38661/rx.htm#Top 

• 24: Manitoba Pharmaceutical Association announces the license revocation of Andrew 

Strempler, who created the Mediplan Pharmacy in Minnedosa, Manitoba, in 1999 and 

sold it in 2007 to CanadaDrugs.com. The company, also known as RxNorth, allegedly 

sold counterfeit prescription drugs to Americans.  

March: 

• 1: To block advertisements for rogue Internet drug outlets from sponsored search results, 

Google limits pharmaceutical advertisers to Internet pharmacies in the US that are 

accredited through the VIPPS program. 

• 11: FDA issues consumer warning, “Purchasing Pet Drugs Online: Buyer Beware,” 

advising pet owners that FDA has found online entities selling unapproved, counterfeit, 
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and expired pet drug products, and recommending that consumers use an Internet 

pharmacy that is accredited by the Vet-VIPPS program when purchasing their pet’s 

medications online.  

• 12-15: NABP introduces AWARXE, a public protection 

program whose mission is to provide individuals with the 

information they need to make the right decisions about 

prescription and over-the-counter medications, at the American Pharmacists Association 

Annual Meeting and Exposition. 

April: 

• 1: NABP launches e-Advertiser Approval Program, an 

expansion of the VIPPS program, to assist the search 

engines in their efforts to weed out rogue Internet drug 

outlets from their sponsored search results and to 

accommodate the range of pharmacy-related entities seeking to advertise online.  

• 1: NABP cited in New York Times article, “Long Lashes Without Prescription, but With 

Risks,” addressing the fact that Allergan’s prescription eyelash growth product, Latisse, 

is frequently sold without a prescription, and often online by Web sites that do not require 

a prescription based on a face-to-face physician-patient examination. 

• 21: LegitScript, an online pharmacy approval and monitoring service that holds Internet 

pharmacies accountable to NABP standards, announces agreement to help Google 

implement policy requiring pharmaceutical advertisers to be VIPPS-accredited. 

May:  

• 4: LegitScript and Internet compliance company Knujon release report, “Rogues and 

Registrars: Are some Domain Name Registrars safe havens for Internet drug rings?” 

www.legitscript.com/download/Rogues-and-Registrars-Report.pdf 

• 12: US Drug Enforcement Administration (DEA) issues news release, “Internet 

Pharmacy Ring Dismantled,” announcing the unsealing of a superseding indictment 

charging two individuals, Carleta Carolina and Wayne White, with conspiracy to 

distribute controlled and non-controlled prescription drugs to individuals without valid 

prescriptions, as part of their involvement in a large-scale rogue Internet drug outlet 

operation.  
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• 12: Web of Trust (WOT), which provides a browser plug-in allowing users to filter out 

risky Web sites, partners with LegitScript to help WOT users to determine the reputation 

of Web sites selling prescription medications.  

• 17: World Health Professions Alliance launches “Be Aware, Take Action” campaign, 

which includes regional workshops dedicated to anti-counterfeiting and urging stronger 

advocacy for the education and capacity of health professionals to detect, report, and 

prevent counterfeit medical products. www.whpa.org/pr01_10.htm 

• 19: Alliance for Safe Online Pharmacies (ASOP) launches 

informational Web site, www.safeonlinerx.com, to promote 

Internet pharmacy safety. 

• 23: NABP participates in Fifty-Plus Health and Wealth Expo at the Hotel Pennsylvania in 

New York, NY, to educate consumers on the dangers of purchasing medications online 

and what they can do to make this a safer experience. 

June: 

• 7: Furthering their efforts to block advertisements for rogue Internet drug outlets from 

sponsored search results, Microsoft and Yahoo! implement advertising policy change 

requiring VIPPS accreditation to display pharmaceutical advertisements.  

• 17: FDA issues news release warning of counterfeit “generic Tamiflu” being sold over 

the Internet. www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm216148.htm 

• 22: US Office of the Intellectual Property Enforcement Coordinator (IPEC) releases 2010 

Joint Strategic Plan on Intellectual Property Enforcement. The plan includes strategies to 

fight counterfeit pharmaceuticals, commonly bought and sold online, and secure the US 

drug supply chain. 

www.whitehouse.gov/sites/default/files/omb/assets/intellectualproperty/intellectualproper

ty_strategic_plan.pdf 

• 24: PBS Newshour publishes “Fake Drugs A Global Health Threat,” in which FDA 

advises against buying medications from unknown sources over the Internet. 

www.pbs.org/newshour/rundown/2010/06/fake-drugs-a-global-health-threat.html# 

• 24: World Customs Organization (WCO), representing customs administrations from 176 

countries, signs the Chirac Foundation’s Cotonou Declaration, an international effort 

launched on October 12, 2009 to ban the making and marketing of counterfeit drugs.  
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July: 

• 1: US Department of Justice announces conviction of David Allen Vogel for his alleged 

role in the operation of an Internet drug outlet that dispensed millions of hydrocodone 

pills and other controlled substances without requiring valid prescriptions, resulting in the 

forfeiture of $29 million and the possibility of 20-plus years in federal prison.  

• 14: CNBC broadcasts expose, “Crime Inc: Counterfeit Goods,” including a segment on 

pharmaceutical counterfeiting that advises consumers to look for Internet pharmacies 

displaying the VIPPS Seal. www.cnbc.com/id/37824347/ 

• 15: DEA issues press release, “New Data Reveal 400% Increase in Substance Abuse 

Treatment Admissions for People Abusing Prescription Drugs.” 

www.whitehousedrugpolicy.gov/news/press10/071510.html 

August: 

• 4: NABP publishes newsletter article, “ASOP Seeks Changes to Ensure Patient Access to 

Safe Online Pharmacies,” discussing the group’s efforts to educate policymakers on the 

potential role of Internet commerce stakeholders in protecting patients. www.nabp.net/ 

news/asop-seeks-changes-to-ensure-patient-access-to-safe-online-pharmacies 

• 24-25: NABP participates in the 15th Annual Senior Lifestyle Expo in Oakbrook Terrace, 

IL, to inform consumers of the dangers of purchasing prescription medications online and 

empower them to make educated decisions when buying medications via the Internet. 

• 25: US Department of Justice announces Hazim Gaber, of Canada, who admitted to 

selling fake cancer drugs over the Internet, was sentenced to 33 months in prison by a US 

District Court judge in Phoenix, AZ.  

• 28: FDA issues MedWatch safety alert for TimeOut Capsules, marketed through Internet 

drug outlets as a natural sexual enhancement drug. The pills contain an undeclared active 

ingredient that may result in dangerous drug interactions. 

• 31: NABP sends letters urging Internet Corporation for Assigned Names and Numbers 

and 20 US-based domain name registrars to enforce policies prohibiting the use of Web 

sites for unlawful purposes. 

September: 

• 16: NABP staff addresses the Chicago-area Senior Citizens Services Coordinating 

Council about the AWARXE program, the dangers of purchasing prescription 
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medications online, and what measures consumers can take to make this a safer 

experience.  

• 20: The Combating Online Infringement and Counterfeits Act (S 3804), which would 

allow the US federal government to take actions against Internet sites using domain 

names to promote counterfeit products, was introduced in the US Senate by senators 

Patrick Leahy and Orrin Hatch. 

• 21: Google files federal lawsuit against certain rogue Internet drug outlet advertisers that 

have knowingly violated Google’s policies.  

• 21: LegitScript and domain name registrar eNom Inc announce that LegitScript will assist 

eNom in identifying customers who are violating eNom’s terms of service by operating 

online drug sites in violation of US federal or state law. 

• 29: NABP issues a news release announcing its acquisition of the AWARXE consumer 

protection program. NABP purchased the program from the Minnesota Pharmacists 

Foundation, which created it in 2007.  

• 29: IPEC hosts meeting at the White House with domain name registrars and government 

officials to discuss voluntary solutions to address the illegal sale of counterfeit non-

controlled prescription medications online. 

October: 

• 4: Dr Oz Show broadcasts segment about saving money on prescription drugs, advising 

patients looking to purchase medications online to look for Internet pharmacies 

displaying the VIPPS seal.  

• 5-12: FDA, along with regulators and stakeholders from 45 countries, participated in the 

International Internet Week of Action (IIWA), a coordinated, cooperative effort to curb 

online sales and distribution of counterfeit and illicit medical products. These efforts 

resulted in multiple arrests and the seizure of potentially harmful medicines in operations 

carried out around the world.  

• 8: FDA issues warning letter to 294 Web sites allegedly selling counterfeit drugs to US 

consumers as part of IIWA. 

• 8: Partnership for Safe Medicines holds First Annual Interchange Conference in 

Washington, DC to address the global problem of counterfeit medications. 
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• 12: NABP issues news release recognizing American Pharmacists Month and discussing 

how rogue Internet drug outlets undermine the vital role of pharmacists in patient care. 

www.nabp.net/news/awarxe-recognizes-american-pharmacists-month 

• 19: Google files a complaint amending its September 2010 federal lawsuit and alleging 

that four additional defendants were involved in schemes to circumvent AdWords 

policies in order to promote rogue Internet drug outlets.  

November:  

• 3: Health Canada issues warning about potentially counterfeit prescription drugs sold on 

three Web sites, Northdrugmart.com, Northdrugstore.com, and Pharmacyrxworld.com, 

that were not authorized for sale in Canada.  

• 15: American Journal of Health-System Pharmacy publishes article, “Counterfeit Drugs 

Pose Growing Health Threat,” which includes discussion of enforcement efforts targeting 

Internet sites that sell counterfeit or pirated products, including pharmaceuticals.  

• 15: US District judge in Texas sentences Kum Leung “Lawrence” Chow to 12 months 

and one day for conspiring to distribute counterfeit Viagra and Cialis drugs to US patients 

over the Internet. 

• 16: “Spam King” Oleg Nikolaenko of Moscow indicted. He is the alleged mastermind 

behind the Mega-D botnet, which reportedly was used to send billions of spam e-mails 

per day on behalf of rogue Web sites selling prescription, over-the-counter, and other 

products online. 

• 16: China’s State Food and Drug Administration announces in a press conference in 

Beijing that it is launching a nationwide campaign to crack down on the trafficking and 

promotion of counterfeit drugs over the Internet, and that it will increase its monitoring of 

Web sites that provide search results for these products. 

• 18: The Combating Online Infringement and Counterfeits Act (S 3804) is approved by 

the US Senate Committee on the Judiciary. 

• 19: FDA issues news release warning against the use of Vigor-25, a product marketed 

through Internet drug outlets as a natural dietary supplement to enhance male sexual 

performance because it contains the active ingredient sildenafil, which, if used 

incorrectly, may lead to dangerous adverse events. 

www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm234408.htm 
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December:  

• 6: The Doctors television show broadcast a segment, “Avoiding Counterfeit Drugs,” 

discussing the risks involved in buying prescription medications from unknown drug 

sellers over the Internet and recommending that consumers look for state-licensed 

Internet pharmacies displaying the VIPPS seal when buying medications online. 

www.thedoctorstv.com/videolib/init/3109 

• 7: Partnership for Safe Medicines (PSM) announces major expansion of its international 

coalition with the launch of PSM India. www.safemedicinesindia.in 

• 9: Japan’s Patent Office, in cooperation with the Intellectual Property Policy 

Headquarters and other stakeholder groups, launches Anti-Counterfeiting Campaign, 

noting that the distribution of counterfeit and pirated products via the Internet is 

increasing. 

• 10: NABP publishes newsletter article, “State Boards of Pharmacy Take Action to Stop 

Licensees Involved in Unlawful Internet Drug Outlet Schemes,” discussing incidents of 

collusion and disciplinary sanctions imparted. www.nabp.net/news/state-boards-of-

pharmacy-take-action-to-stop-licensees-involved-in-unlawful-internet-drug-outlet-sch 

• 10: NABP publishes newsletter article, “IPEC Plan Maps Out Strategy to Combat 

Counterfeit Medications,” www.nabp.net/news/ipec-plan-maps-out-strategy-to-combat-

counterfeit-medications 

• 14: NABP participates with other stakeholders in White House Intellectual Property 

Health and Safety Forum to address the problem of counterfeit medications and their 

frequent distribution over the Internet. 

• 14: US Intellectual Property Enforcement Coordinator Victoria Espinel announces that 11 

major American Internet commerce companies are establishing a nonprofit organization 

targeting illegal Internet drug sellers in support of White House efforts.  

• 14: The Partnership at Drugfree.org releases study results at the White House forum 

indicating the prevalence of Americans (one in six) obtaining prescription medication via 

the Internet without a valid prescription. 

• 15: Drug Topics publishes “Counterfeit Drug War Continues, Threatens Supply Chain,” 

discussing Internet trafficking and diplomatic efforts to address the problem. 
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• 30: NABP staff participates as guest on Aging Info Radio to discuss the dangers of 

purchasing prescription medications online. 

IV. DISCUSSION 

While we, as a community of concerned regulators and stakeholders, still have a long way to go, 

we can ring in the New Year with a toast to the significant progress made in 2010 toward making 

the Internet a safer place for patients to buy prescription medications. With growing support from 

reputable Internet commerce providers, policymakers, and consumer advocacy groups to weed 

out rogue drug sellers, NABP has been able to increase its attention on those Internet pharmacies 

wanting to distinguish themselves as trustworthy. Meanwhile, the Association keeps tabs on the 

pulse of the electronic prescription drug marketplace and continues to work with the state boards 

of pharmacy to educate the public on the potential dangers of buying medication from unknown 

and unapproved sources over the Internet. NABP remains committed to assist the state boards, 

federal regulators, and patient advocates in their efforts to ensure that pharmacies online are as 

safe and reliable as those on the corner. Additionally, through the AWARXE program, NABP will 

continue to educate the public on the dangerous and illicit practices of rogue Internet drug outlets 

and empower them to make informed decisions about their online medication purchases.  

NABP prepares and releases these status reports every other month to provide the boards of 

pharmacy, other state and federal regulatory agencies, and interested stakeholders with updates of 

Web site review findings and outreach efforts, as well as other events and trends related to 

Internet pharmacy practice. Through communication and cooperation, we hope to advance the 

efforts of regulators and other entities seeking to curtail the online trade of illicit and counterfeit 

medications. NABP encourages regulators, health care professionals, and others to educate 

patients within their practices and jurisdictions and offers resources to facilitate such efforts.  

As always, NABP welcomes feedback on these reports, and on its Internet program, to determine 

how we can better serve your needs and better protect patients from these threats. In addition, we 

ask that you share with NABP any knowledge or concerns you might have pertaining to illegally 

or unprofessionally operating Internet drug outlets, so that we may support your efforts, assist in 

your research, or pass the information along as appropriate. As we have seen, the combined 

efforts of multiple parties are a powerful force in bringing about positive change and protecting 

the public health.  

For further information, please contact Melissa Madigan, policy and communications director, via 

e-mail at mmadigan@nabp.net.
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NABP e-Advertiser Approval Program Standards 
  

Pharmacies conducting limited pharmacy services over the Internet and other businesses or persons 
conducting drug-related services over the Internet must meet the following standards to earn NABP e-
Advertiser Approval status. These standards are essentially the same as those used to assess Internet drug 
outlets, only modified to accommodate a broader range of drug-related practices. 

1. Licensure. The pharmacy, medical practice, medical practitioner, or any such practice or 
practitioner to which the applicant site links or with which it is affiliated, must be licensed or 
registered in good standing to practice in all required jurisdictions.  

2. DEA registration. The pharmacy, medical practice, medical practitioner, or any such practice or 
practitioner to which the applicant site links or with which it is affiliated, if dispensing controlled 
substances, must be registered with the United States Drug Enforcement Administration (DEA).  

3. Prior discipline. The pharmacy, pharmacist-in-charge, medical practice, medical practitioner, or 
any such practice or practitioner to which the applicant site links or with which it is affiliated, 
must not have been subject to significant recent and/or repeated disciplinary sanctions.  

4. Location. The pharmacy, medical practice, medical practitioner, or any such practice or 
practitioner to which the applicant site links or with which it is affiliated, must be domiciled in 
the US.  

5. Validity of prescription. A pharmacy shall dispense or offer to dispense prescription drugs only 
upon receipt of a valid prescription, as defined below, issued by a medical practitioner authorized 
to prescribe under state law and, as applicable, federal law. A medical practitioner authorized to 
prescribe must not prescribe, distribute, or offer to prescribe or distribute prescriptions or 
prescription drugs solely on the basis of an online questionnaire or consultation without a pre-
existing patient-prescriber relationship that has included a face-to-face physical examination, 
except as explicitly permitted under state telemedicine laws or regulations.  
 
Definition. A valid prescription is one issued pursuant to a legitimate patient-prescriber 
relationship, which requires the following to have been established: a) The patient has a 
legitimate medical complaint; b) A face-to-face physical examination adequate to establish the 
legitimacy of the medical complaint has been performed by the prescribing practitioner, or 
through a telemedicine practice approved by the appropriate practitioner board; and c) A logical 
connection exists between the medical complaint, the medical history, and the physical 
examination and the drug prescribed. 
   

6. Legal compliance. The pharmacy, medical practice, medical practitioner, or any such practice or 
practitioner to which the applicant site links or with which it is affiliated, must comply with all 
provisions of federal and state law, including but not limited to the Federal Food, Drug, and 
Cosmetic Act and the Federal Controlled Substances Act (including the provisions of the Ryan 
Haight Online Pharmacy Consumer Protection Act). The pharmacy, medical practice, or medical 
practitioner must not prescribe, dispense, or offer to prescribe or dispense medications that have 
not been approved by the US Food and Drug Administration (FDA).  

7. Privacy. If the applicant Web site, or any site to which the applicant site links or with which it is 
affiliated, transmits information that would be considered Protected Health Information (PHI) 
under the HIPAA Privacy Rule (45 CFR 164), the information must be transmitted in accordance 
with HIPAA requirements, including the use of Secure-Socket Layer or equivalent technology for 
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the transmission of PHI, and the pharmacy must display its privacy policy that accords with the 
requirements of the HIPAA Privacy Rule.  

8. Patient services. The pharmacy, medical practice, medical practitioner, or any such practice or 
practitioner to which the applicant site links or with which it is affiliated, must provide on the 
Web site an accurate US street address of the dispensing pharmacy, medical practice, medical 
practitioner, or corporate headquarters. The pharmacy, medical practice, medical practitioner, or 
any such practice or practitioner to which the applicant site links or with which it is affiliated, 
must provide on the Web site an accurate, readily accessible and responsive phone number or 
secure mechanism via the Web site, allowing patients to contact or consult with a pharmacist or 
medical practitioner regarding complaints or concerns or in the event of a possible adverse event 
involving their medication.  

9. Web site transparency. The pharmacy, medical practice, medical practitioner, or any such 
practice or practitioner to which the applicant site links or with which it is affiliated, must not 
engage in practices or extend offers on its Web site that may deceive or defraud patients as to any 
material detail regarding the practice, its staff, prescription drugs, or financial transactions.  

10. Domain name registration. The domain name registration information of the applicant Web site, 
or of any pharmacy, medical practice, or medical practitioner it promotes, must be accurate, and 
the domain name registrant must have a logical nexus to the dispensing pharmacy, medical 
practice, or medical practitioner. Absent extenuating circumstances, applicant Web sites utilizing 
anonymous domain name registration services will not be eligible for approval.  

11. Affiliated Web sites. The applicant Web site, any pharmacy, medical practice, or medical 
practitioner it promotes, its staff, domain name registrants, and any person or entity that exercises 
control over, or participates in the applicant business, must not be affiliated with or control any 
other Web site that violates these standards.  

 
 

 

 


