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INTERNET DRUG OUTLET IDENTIFICATION PROGRAM  
PROGRESS REPORT: April 2011 

I. INTRODUCTION 

In the past year, awareness of rogue Internet drug outlets among the public and private sectors has 

grown considerably, as evidenced by frequent media coverage and consumer studies that 

illustrate their role in various public ills. Prescription drugs remain among the most commonly 

abused substances and are frequently involved in accidental poisonings. In cases involving 

counterfeit medications, one might say the poisonings are quite intentional – on the part of the 

seller. And if counterfeit drugs do not directly harm patients with inaccurate dose levels, 

contaminated, or toxic substances, they deprive patients of life-saving medications, allowing 

disease to progress and spread, especially in developing countries where the incidence of 

counterfeit drugs is considerably higher than in the developed countries of the world. One of the 

unfortunate consequences of our globalized marketplace, however, is the likelihood that those 

counterfeit and substandard drugs will make their way into medicine cabinets worldwide, as 

online sellers seek bargain prices from questionable distributors, and consumers neglect to 

question whether the substance they are buying is real medicine. The ready availability of 

medications over the Internet from virtually anywhere in the world, and, to date, the inadequate 

coordination of regulation and enforcement, contribute to the spread of these problems. As these 

problems spread, and awareness grows, however, public safety advocates in multiple arenas are 

taking note of – and taking action against – the online perpetrators of addiction, poison, and 

disease. These issues and efforts are addressed further in sections III and IV of this report. 

Meanwhile, in its ongoing review of Web sites selling prescription medications, NABP has 

identified more than 7,000 – 96% of the total number of sites reviewed – as being out of 

compliance with pharmacy laws and practice standards established in the United States to protect 

the public health. As per usual, the vast majority of these sites can be traced to rogue affiliate 

networks obtaining prescription drugs from questionable sources, and dispensing them 

indiscriminately to patients without a valid prescription or medical oversight.  
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II. RESULTS 

A. Findings of Site Reviews: As of March 

4, 2011, NABP has conducted initial 

reviews and, via a subsequent review, 

verified its findings on 7,541 Internet 

drug outlets selling prescription 

medications. Of these 7,541 sites, 

7,234 (95.93%) were found to be 

operating out of compliance with state 

and federal laws and/or NABP patient 

safety and pharmacy practice 

standards, and are listed as Not 

Recommended in the “Buying Medicine Online” section, under Consumers, on the NABP 

Web site. Sites listed as Not Recommended include those that were found to be noncompliant 

at the time of review but may since have been deactivated.  

The 7,234 Internet drug outlets currently listed as Not Recommended on the NABP Web site 

are characterized as follows: 

• 2,019 have a physical address located outside of the US 

• 4,036 sites do not provide any physical address  

• 6,018 do not require a valid prescription 

• 4,428 issue prescriptions per online consultation or questionnaire only  

• 3,310 offer foreign or non-Food and Drug Administration (FDA)-approved drugs 

• 6,027 do not offer medical consult with a pharmacist 

• 1,147 do not have secure sites 

• 6,288 do not accept insurance 

• 2,519 have server locations in foreign countries 

• 6,878 appear to be affiliated with a network 

• 952 dispense controlled substances 

• 2,958 sell precursor products 

Of the total 7,541 sites reviewed, 258 (3.42%) appear to be potentially legitimate, ie, meet 

program criteria that could be verified solely by looking at the sites. Forty-nine (0.65%) of 

the 7,541 reviewed sites have been accredited through NABP’s Verified Internet Pharmacy 

Internet Drug Outlets Reviewed 
by NABP

0.65% 3.42%

95.93%

Not Recommended
Potentially Legitimate
VIPPS/Vet-VIPPS/e-Advertiser
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Practice SitesCM (VIPPS®) or Veterinary-Verified Internet Pharmacy Practice SitesCM (Vet-

VIPPSCM) programs, or approved through the NABP e-Advertiser ApprovalCM Program. 
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The criteria against which NABP evaluates Internet drug outlets are provided in Appendix A 

of this report.  

B. Recommended Internet Pharmacies: NABP continues to recommend 

that patients use Internet pharmacies accredited through the VIPPS 

and Vet-VIPPS programs when buying medication online. These sites 

have undergone and successfully completed the thorough NABP 

accreditation process, which includes a review of all policies and 

procedures regarding the practice of pharmacy and dispensing of 

medicine over the Internet, as well as an on-site inspection of 

facilities used by the site to receive, review, and dispense medicine. Currently, 35 VIPPS and 

Vet-VIPPS pharmacy sites, representing more than 12,000 pharmacies, are listed as 

Recommended Internet Pharmacies. Several more applications are in progress. 
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C.  Accreditation and Approval Applicant Screenings: In addition to 

identifying rogue sites, the Internet Drug Outlet Identification program 

staff continues to assist in screening applicant Web sites for the VIPPS, 

Vet-VIPPS, and e-Advertiser Approval programs. In total, as of March 4, staff has performed 

112 Web site reviews for the three programs. Sites that have received e-Advertiser Approval 

do not fill new prescription drug orders via the Internet, and thus, are ineligible for VIPPS, 

but accept refill requests from their existing customers, provide drug information, pharmacy 

information, or are medical practitioners’ Web sites or other prescription drug-related 

services. Sites that have received e-Advertiser Approval have been found to be safe, reliable, 

and lawful. These sites are listed on the NABP Web site as Approved e-Advertisers. The 

standards that NABP screens e-Advertiser Approval Program applicants against are posted in 

the e-Advertiser Approval Program section, under Accreditation, on the NABP Web site. 

These standards are essentially the same as those used to assess Internet drug outlets, only 

modified to accommodate a broader range of drug-related practices. As of March 4, 14 

entities were listed on the NABP Web site as Approved e-Advertisers, and several more 

applications are in progress. 

III. NABP OUTREACH EFFORTS TARGET PRESCRIPTION DRUG ABUSE 

Nationwide research in recent years has shown pharmaceuticals to be the second most commonly 

abused category of drugs, running a close second to marijuana and a few steps ahead of cocaine, 

heroin, and methamphetamine combined. This public health threat poses an important challenge 

for pharmacy regulators and patient advocates alike. Federal agencies including the Office of 

National Drug Control Policy (ONDCP), Drug Enforcement Administration (DEA), and National 

Institute on Drug Abuse have attributed the increasing abuse of prescription drugs, in part, to 

accessibility. As NABP and others have shown in recent years, Web sites selling prescription 

drugs without a prescription or medical oversight are easy to find. A simple online search reveals 

a myriad of rogue sellers. This trend has contributed to public health issues such as addiction and 

medical emergencies including overdose deaths.  

Emergency room visits involving prescription drug misuse or abuse nearly doubled in the five 

years from 2004 to 2009, the Substance Abuse and Mental Health Services Administration 

(SAMHSA) reported at the close of 2010. SAMHSA’s Drug Abuse Warning Network found that, 

in 2009, there were approximately 1.2 million visits to emergency rooms involving 

pharmaceutical drugs – not including adverse reactions to pharmaceuticals used as prescribed – 

compared to 627,000 in 2004, outpacing medical emergencies involving illicit drugs. The 
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prescription drugs most commonly involved in emergency department visits in 2009 were pain 

relievers, including oxycodone and hydrocodone products, followed by drugs to treat insomnia 

and anxiety, and antidepressants. Centers for Disease Control and Prevention reports that 

overdose deaths involving opioid analgesics have been on the rise for more than a decade. To 

address this concern, NABP is taking steps to educate health care professionals and consumers 

alike on the prevalence of this trend, and steps that can be taken to avert it. 

A. NABP and ASOP to Discuss Role of Rogue Web Sites: Representatives of NABP and the 

Alliance for Safe Online Pharmacies (ASOP) will give a presentation on Tuesday, May 24, 

during the NABP 107th Annual Meeting in San Antonio, TX. The session, “Rogue Internet 

Pharmacies – Can Collaboration Break the Link?” will address the dangers of rogue Internet drug 

outlets, particularly in relation to the easy access and widespread abuse of prescription medication 

in the US, as well as efforts by NABP, the government, and the industry to combat rogue Internet 

drug outlets and advance patient safety. 

B. New Web Site Raises Consumer Awareness of Prescription Drug Abuse and Medication Safety: 

NABP has updated the AWARXE™ Web site to more effectively reach consumers seeking 

information on prescription drug abuse and medication safety. As the primary communication 

vehicle of the AWARXE consumer protection program, AWARERX.ORG aims to educate 

consumers about what they can do to protect their families, friends, and communities from 

prescription drug misuse, counterfeit drugs, and illegal Internet drug outlets.  

 The new AWARXE Web site provides timely information on prescription drug misuse and abuse, 

the DEA National Prescription Drug Take-Back Day, counterfeit medications, and buying 

medicine online. The new Pharmacists page provides links to patient medication safety materials 

and information on medication disposal programs and prescription monitoring programs as tools 

to fight prescription drug abuse. The Pharmacists page also includes links to relevant NABP 

documents and resources from DEA, FDA, and Environmental Protection Agency. In addition, 

the AWARXE Web site includes patient guidelines for safely obtaining, administering, and 

monitoring over-the-counter and prescription drugs, following their doctor’s instructions, and 

talking with their pharmacist when they have questions. 

 Boards of pharmacy addressing the problem of prescription drug abuse in their state may 

recommend to their licensees and registrants that they use the AWARXE Web site as a resource 

for educating their patients about this alarming trend. Boards of pharmacy that wish to place the 

AWARXE logo on their Web site, hyperlinked to WWW.AWARERX.ORG, may obtain information 

by sending an e-mail to AWARERX@NABP.NET. As AWARERX.ORG resources are further 
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developed, the Association will provide state boards of pharmacy and other pharmacy 

organizations with updates on using AWARXE tools. Suggestions for additional content, 

resources, or topics for the AWARXE Web site Pharmacists page may be sent by e-mail to 

AWARERX@NABP.NET. 

IV. COUNTERFEIT DRUG PROBLEMS GAIN EXPOSURE, INCITE ACTION 

A.  Primetime News Program Educates Viewers on the Growing Threat of Counterfeit Drugs: 

Government officials and other security experts shared information on the growing threat of 

counterfeit pharmaceuticals in a CBS 60 Minutes segment that aired March 13, 2011, 

available on the CBS News Web site at 

www.cbsnews.com/video/watch/?id=7359544n&tag=related;photovideo. FDA 

Commissioner Margaret A. Hamburg, MD, discussed the regulation challenges involved in 

securing the increasingly globalized drug supply chain, as many pharmaceuticals in the 

legitimate US drug supply chain are manufactured overseas, or are produced with ingredients 

that are manufactured overseas. Kumar Kibble, deputy director, Immigration and Customs 

Enforcement, illustrated for viewers the deceptive appearance of rogue Internet drug sites and 

stressed the safety issues with drugs ordered through such sites. Kibble advised consumers 

purchasing medications online to be careful, and to make sure the Internet pharmacy is 

VIPPS accredited. Other security experts gave an inside look at a counterfeit drug 

investigation that led to the bust of one counterfeit drug manufacturing site in Peru.  

B. US Federal Agencies Commit to Increased Vigilance, International Effort: In March 2011, 

several US federal agencies expressed their commitment to curb prescription drug 

counterfeiting at home and abroad. The “Counterfeit Pharmaceutical Inter-agency Working 

Group Report to the Vice President of the United States and to Congress,” available on the 

White House Web site at 

www.whitehouse.gov/sites/default/files/omb/IPEC/Pharma_Report_Final.pdf, was prepared 

by the Office of the Intellectual Property Enforcement Coordinator, FDA, US Customs and 

Border Protection (CBP), US Immigration and Customs Enforcement, the Departments of 

Justice, State, and Commerce, and the Agency for International Development. “Counterfeit 

pharmaceuticals are not just an issue within the United States – they are a global health 

problem,” the report states. “The United States will not only be leading by example 

domestically, but also support the fight against this global crime internationally.” To 

exemplify the problem, the report cites cases of counterfeit anti-anxiety drugs sold to US 

consumers over the Internet that were found to contain pentobarbital – a drug typically used 
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for sedation before administering lethal injections; counterfeits of a US company’s 

pneumonia vaccine distributed in El Salvador that were found to be missing the essential 

ingredient; and counterfeits of two cancer drugs trademarked by a US company and illegally 

manufactured in China and Indonesia that were lacking the critical active ingredient for the 

treatment of cancer. Among other initiatives described in the report is a strategic approach to 

identifying illegal pharmaceuticals at US ports of entry. FDA and CBP are jointly developing 

the Import Operation Strategic Plan for imported FDA-regulated products and expect to 

launch the project later this year.   

C. NABP Hosts Anti-Counterfeiting Group: US Intellectual Property Enforcement Coordinator 

Victoria Espinel announced in December 2010 that 11 major American Internet commerce 

companies were joining with the office of the Intellectual Property Enforcement Coordinator 

to establish a non-profit organization that will educate the public and start taking voluntary 

enforcement action against illegal Internet drug sellers. Founding members of the group, 

known as the Center for Safe Internet Pharmacies (CSIP), include American Express, eNom, 

GoDaddy, Google, MasterCard, Microsoft, Network Solutions, Neustar, PayPal, Visa, and 

Yahoo! GoDaddy and Google took the lead on the formation of the private sector 501(c)(3) 

non-profit organization dedicated to promoting information sharing, education, and more 

efficient law enforcement of rogue Internet drug outlets. NABP hosted a recent meeting of 

CSIP participants at its Mount Prospect, IL, Headquarters.  

V. DISCUSSION 

NABP continues to work with the state boards of pharmacy, federal regulators, and patient 

advocates to educate the public on the potential dangers of buying medication from unknown and 

unapproved sources over the Internet. The Association remains committed to upholding the 

integrity of the practice of pharmacy and ensuring that patients have access to safe and effective 

prescription drugs, whether purchased from an Internet pharmacy or a brick-and-mortar store. 

Additionally, through the AWARXE program, NABP will continue to educate patients and 

empower them to make informed decisions about their online medication purchases.  

NABP prepares and releases these status reports every other month to provide the boards of 

pharmacy, other state and federal regulatory agencies, and interested stakeholders with updates of 

Web site review findings and outreach efforts, as well as other events and trends related to 

Internet pharmacy practice. Through communication and cooperation, we hope to advance the 

efforts of regulators and other entities seeking to curtail the online trade of illicit and counterfeit 
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medications. NABP encourages regulators, health care professionals, and others to educate 

patients within their practices and jurisdictions and offers resources to facilitate such efforts.  

As always, NABP welcomes feedback on these reports, and on its Internet program, to determine 

how we can better serve your needs and better protect patients from these threats. In addition, we 

ask that you share with NABP any knowledge or concerns you might have pertaining to illegally 

or unprofessionally operating Internet drug outlets, so that we may support your efforts, assist in 

your research, or pass the information along as appropriate. As we have seen, the combined 

efforts of multiple parties are a powerful force in bringing about positive change and protecting 

the public health, and we anticipate further improvement in the future.  

For further information, please contact Melissa Madigan, policy and communications director, via 

e-mail at mmadigan@nabp.net.
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Internet Drug Outlet Identification Program Criteria 
Patient Safety and Pharmacy Practice Standards 

 
1. Pharmacy licensure. The pharmacy must be licensed or registered in good standing to operate a 

pharmacy or engage in the practice of pharmacy in all required jurisdictions. 
 

2. DEA registration. The pharmacy, if dispensing controlled substances, must be registered with 
the US Drug Enforcement Administration (DEA). 

 
3. Prior discipline. The pharmacy and its pharmacist-in-charge must not have been subject to 

significant recent and/or repeated disciplinary sanctions. 
 

4. Pharmacy location. The pharmacy must be domiciled in the United States. 
 

5. Validity of prescription. The pharmacy shall dispense or offer to dispense prescription drugs 
only upon receipt of a valid prescription, as defined below, issued by a person authorized to 
prescribe under state law and, as applicable, federal law. The pharmacy must not distribute or 
offer to distribute prescriptions or prescription drugs solely on the basis of an online questionnaire 
or consultation without a preexisting patient-prescriber relationship that has included a face-to-
face physical examination, except as explicitly permitted under state telemedicine laws or 
regulations. 

Definition. A valid prescription is one issued pursuant to a legitimate patient-prescriber 
relationship, which requires the following to have been established: a) The patient has a 
legitimate medical complaint; b) A face-to-face physical examination adequate to establish the 
legitimacy of the medical complaint has been performed by the prescribing practitioner, or 
through a telemedicine practice approved by the appropriate practitioner board; and c) A logical 
connection exists between the medical complaint, the medical history, and the physical 
examination and the drug prescribed.  
 

6. Legal compliance. The pharmacy must comply with all provisions of federal and state law, 
including but not limited to the Federal Food, Drug, and Cosmetic Act and the Federal Controlled 
Substances Act (including the provisions of the Ryan Haight Online Pharmacy Consumer 
Protection Act, upon the effective date). The pharmacy must not dispense or offer to dispense 
medications that have not been approved by the US Food and Drug Administration. 

 
7. Privacy. If the pharmacy Web site transmits information that would be considered Protected 

Health Information (PHI) under the Health Insurance Portability and Accountability Act 
(HIPAA) Privacy Rule (45 CRF 164), the information must be transmitted in accordance with 
HIPAA requirements, including the use of Secure-Socket Layer or equivalent technology for the 
transmission of PHI, and the pharmacy must display its privacy policy that accords with the 
requirements of the HIPAA Privacy Rule.  

8. Patient services. The pharmacy must provide on the Web site an accurate US street address of 
the dispensing pharmacy or corporate headquarters. The pharmacy must provide on the Web site 
an accurate, readily accessible and responsive phone number or secure mechanism via the Web 
site, allowing patients to contact or consult with a pharmacist regarding complaints or concerns or 
in the event of a possible adverse event involving their medication. 
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9. Web site transparency. The pharmacy must not engage in practices or extend offers on its Web 
site that may deceive or defraud patients as to any material detail regarding the pharmacy, 
pharmacy staff, prescription drugs, or financial transactions. 

10. Domain name registration. The domain name registration information of the pharmacy must be 
accurate, and the domain name registrant must have a logical nexus to the dispensing pharmacy. 
Absent extenuating circumstances, pharmacy Web sites utilizing anonymous domain name 
registration services will not be eligible for approval. 

 
11. Affiliated Web sites. The pharmacy, Web site, pharmacy staff, domain name registrants, and any 

person or entity that exercises control over, or participates in, the pharmacy business must not be 
affiliated with or control any other Web site that violates these standards. 

 
 

 

 


